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http://meity.gov.in/writereaddata/files/Guidelines-Cloud_Security.pdf
https://nccc.gov.in/
https://nccc.gov.in/empaneledauditors
https://nccc.gov.in/resources-references
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AT UUsNIIAANIAT LS UN15SUTRIRN
FedRAMP

> NIST Cloud Computing Program 1As4n1s
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»  Australian Government Information Security
Manual (ISM) Compliance!” mii L5 uaea
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> ISM Compliance and Certification ﬁuyaagja
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ISO/IEC 27001 - Information Security

Management System
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1) NIST SP 800-53 Security and Privacy Controls for
Information Systems and Organizations

- 51\‘15\'mf1mm§7u ISO/IEC 27001 Information

Security Management quhu‘uaamsmuam
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ISM (Information Security Manual) 9845 §u1a
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1) ISO/IEC 27000 Series: 4ANIATFILAINAT
ﬂi@UﬂqﬂiﬁUUU%W’]iﬁlﬂﬂqﬁﬂﬁﬂﬂﬁbuﬂ\‘1
Uaamﬁamiaummmsmsmuam
¥ 1SM 8138 9u1msg1u 1SO/IEC 27001

e 27002

Cloud Security Guidelines 71 ganlay Ministry of
Electronics and Information Technology (MeitY)
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1) ISO/IEC 27001 wag 27002
> Cloud Security Guidelines w7
Mansuisiamseusiuanaend

FTEUVAIINUIATZIU ISO 27001 ke
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©1994: https://www.singaporedatacenter.com/blog/2022/02/mtcs-certification-singapore,

11 §1999: https://www.fedramp.gov,

12 §1984: https://www.fedramp.gov/assets/resources/documents/FedRAMP _Tailored Revision_4_Baseline.pdf

13 §1989; https:

csrc.nist.gov/projects/cloud-computin

17 198 https://www.asd.gov.au/infosec/ism

18 §1984: https://www.cyber.gov.au/acsc/view-all-content/programs/irap/certified-clouds

24 §1989: https:

2 §1989: https://cert.nic.in/nic-cert/viewpdf/cloud-securit:

2 g19d:

https:

'www.cert-in.org.in/Advisories/CloudSecurityBestPractices.htm

'www.dsci.in/sites/default/files/documents/resourcecentre/GovCloud.pdf



https://www.singaporedatacenter.com/blog/2022/02/mtcs-certification-singapore/
https://www.fedramp.gov/
https://www.fedramp.gov/assets/resources/documents/FedRAMP_Tailored_Revision_4_Baseline.pdf
https://csrc.nist.gov/projects/cloud-computing
https://www.asd.gov.au/infosec/ism
https://www.cyber.gov.au/acsc/view-all-content/programs/irap/certified-clouds
https://www.cert-in.org.in/Advisories/CloudSecurityBestPractices.htm
https://cert.nic.in/nic-cert/viewpdf/cloud-security
https://www.dsci.in/sites/default/files/documents/resourcecentre/GovCloud.pdf
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Cloud Security Alliance (CSA) Cloud
Controls Matrix
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NIST SP 800-53 - Security and Privacy
Controls for Federal Information Systems
and Organizations
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NIST Special Publications : LONETTW LALUD
National Institute of Standards and Technology
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t@n&1S ISM (Information Security Manual)
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2022) 9 NUT19aELBUANI561989910 NIST
SP 800-53 sl -
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800-53 Rev.5
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»  Control 0814 "Personnel Screening"
81989310 NIST 800-53 Rev.5 Control
PS-3
»  Control 1372 "Remote Access" 81494
971 NIST 800-53 Rev.5 Control AC-17
»  Control 1399 "Access Restrictions to
Privileged Accounts” 81989910 NIST
800-53 Rev.5 Control AC-6(7)
uananinewuan 2 g932y31 ISM ldih
RENNITULAZLUIAAUINEIUINN NIST SP
800-53 uUszyndildeing nglildszude
muANTiEsBalnenss
> 52981989 NIST SP 800-37 Tuns
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27002 aUszendly
2)  NIST Special Publications
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»  Cloud Controls Matrix 311 Cloud
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> Agile development lifecycle Wae
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> 51&5&1J1615§’1u Australian Government

Information Security Manual (AG ISM)

Falunmsguanisveseansiie

314984 1) 21T "MTCS Certification 1) eeBldanmii 8- 10 Tu NIST SP 800-53 | 1) tonans ISM atuanan (Sep 2022) w1 6 - | 1) aunsamdeyasedsldaanua 10 - 12
Requirements (Release 3)" 1 6 Rev.5 27 7 %ﬂﬁ%’ammssqdﬁ : u Cloud Security Guidelines atul 2019
EEATe Nl 2)  9ndaldannumbuazienansenedslu NIST "The guidance in this document is based 31N MeitY fianuseydn :
"The MTCS Standard takes reference SP 800-144 % on the Australian Government Information Security "These guidelines takes input from the
from industry Cloud security standards Manual (ISM), relevant standards from the | international standards and best practices
such as ISO/IEC 27017, CSA Cloud Controls International Organization for Standardization | like ISO 27001, ISO 27002, NIST SP 800-144,
Matrix and NIST SP 800-53." (ISO) and the National Institute of Standards | NIST SP 800-53, CSA Cloud Control Matrix,
2)  Tu Frequently Asked Questions (FAQs) and Technology (NIST), and guidance from | Agile and DevSecOps models etc." 3°
Wi gy MTCS v ulesves CSA other authoritative sources." %

Singapore fA1a4 :

"What are the standards referenced
for MTCS?"

WaYARBUSYYIN The MTCS requirements
are derived from recognized industry
standards such as ISO 27001, I1SO 27017,
CSA Cloud Controls Matrix and NIST SP
800-53."

3)  unAIIUIN CSA Singapore Foq

"Singapore's Multi-Tier Cloud

Security Standard" s¥uli31 :

27 §1994: https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

28 §1994: https://csrc.nist.gov/publications/detail/sp/800-144/final

2 §1984: Information Security Manual (September 2022) - https:

e Annex 2 of ISM - https://www.cyber.gov.au/acsc/view-all-content/ism/ism-release-september-2022/annex-2

%0 §1994: https:



https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
https://csrc.nist.gov/publications/detail/sp/800-144/final
https://www.cyber.gov.au/acsc/view-all-content/ism/ism-release-september-2022
https://www.cyber.gov.au/acsc/view-all-content/ism/ism-release-september-2022/annex-2
https://www.meity.gov.in/writereaddata/files/Guidelines-Cloud_Security.pdf
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ISO 27017, Cloud Security Alliance (CSA)
Cloud Controls Matrix and NIST 800-53."
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https://www.cyber.gov.au/sites/default/files/2023-09/information_security_manual_march_2023.pdf
https://www.meity.gov.in/writereaddata/files/WI3_Cloud%20Security%20Best%20Practices_06112020.pdf
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> NIST Publication Overview
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-144.pdf
https://www.nist.gov/publications/guidelines-security-and-privacy-public-cloud-computing
https://docs.aws.amazon.com/audit-manager/latest/userguide/acsc-information-security-manual.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/acsc-information-security-manual.html
https://www.singaporestandardseshop.sg/Product/GetPdf?fileName=201029155934SS%20584-2020%20Preview.pdf&pdtid=b5430dc1-27f3-4203-bd8e-00345da6bed5
https://www.meity.gov.in/writereaddata/files/cloud_security_guidelines_14_oct21.pdf
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and Privacy Controls for Information Systems and
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-144.pdf
https://www.nist.gov/publications/guidelines-security-and-privacy-public-cloud-computing
https://docs.aws.amazon.com/audit-manager/latest/userguide/acsc-information-security-manual.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/acsc-information-security-manual.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/acsc-information-security-manual.html
https://www.singaporestandardseshop.sg/Product/GetPdf?fileName=201029155934SS%20584-2020%20Preview.pdf&pdtid=b5430dc1-27f3-4203-bd8e-00345da6bed5
https://www.meity.gov.in/writereaddata/files/cloud_security_guidelines_14_oct21.pdf
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3.1 MmswWlguiigungvaneneatasiugliuinig Cloud (Cloud Service Provider: CSP)
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1. Multi-Tier Cloud Security (MTCS)
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1.1) Personal Data Protection Act (PDPA)
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1.2) Privacy Act of 1974
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https://www.imda.gov.sg/-/media/imda/files/industry-development/infrastructure/ida_mtcs-x-cert---implementation-guideline-report_mtcs-to-iso270012013_release.pdf
https://security.cms.gov/learn/federal-information-security-modernization-act-fisma
https://www.oaic.gov.au/privacy/the-privacy-act
https://www.cisc.gov.au/legislation-regulation-and-compliance-subsite/Pages/security-of-critical-infrastructure-act-2018.aspx
https://www.meity.gov.in/content/information-technology-act-2000
https://www.meity.gov.in/writereaddata/files/cloudcomputingempanelment.pdf
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1.2) Cybersecurity Act
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1.3) Electronic Transactions Act (ETA)
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1.3) Health Insurance Portability and

Accountability Act (HIPAA)
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1.4) Federal Risk and Authorization Management

Program (FedRAMP)
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NIST SP 800-144: Guidelines on Security
and Privacy in Public Cloud Computing
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1.3) Guidelines for Government Departments

on Contractual Terms Related to Cloud
Services
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1.4) National Cyber Security Policy, 2013
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1.5) Data Protection Bill, 2021 (379ngvisne)
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%6 §1984: https://sso.agc.gov.sg/Act-Rev/CA2018/Published/20211231?DocDate=202112318ViewType=Pdf& =20230508142246

4 §1989: The Privacy Act of 1974 — EPIC — Electronic Privacy Information Center

2 §1984: HIPAA for Professionals | HHS.gov

4 §1989: Federal Risk and Authorization Management Program (FedRAMP) | CMS Information Security & Privacy Group

52 §1993:https://www.meity.gov.in/writereaddata/files/Guidelines-Contractual_Terms.pdf

3 §1984: https:

¢ §1989: https://prsindia.org/billtrack/the-data-protection-bill-2021



https://sso.agc.gov.sg/Act-Rev/CA2018/Published/20211231?DocDate=20211231&ViewType=Pdf&_=20230508142246
https://epic.org/the-privacy-act-of-1974/#:~:text=The%20Privacy%20Act%20of%201974%2C%20Public%20Law%2093%2D579%2C,substantive%20rights%20in%20personal%20data.
https://www.hhs.gov/hipaa/for-professionals/index.html
https://security.cms.gov/learn/fedramp
https://www.meity.gov.in/writereaddata/files/Guidelines-Contractual_Terms.pdf
https://www.meity.gov.in/writereaddata/files/National_cyber_security_policy-2013%281%29.pdf
https://prsindia.org/billtrack/the-data-protection-bill-2021
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1.4) Telecommunications Act
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1.5) Infocomm Media Development

Authority (IMDA) Regulations
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1.1) Federal Information Security Modernization

Act (FISMA)
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1.2) Cloud Computing Strategy
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1.3) Office of Management and Budget
(OMB) Circular A-130
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3T §1984: https://ss0.agc.gov.sg/Act/ETA2010

% §1984: Telecommunications Act 1999 - Singapore Statutes Online (agc.gov.sg)

¥ §1994: Architects of SG's Digital Future | IMDA - Infocomm Media Development Authority

4 §1989: Federal Information Security Modernization Act (FISMA) | CMS Information Security & Privacy Group

% §1984: Strategy | Federal Cloud Computing Strategy (cio.gov


https://sso.agc.gov.sg/Act/ETA2010
https://sso.agc.gov.sg/Act/TA1999
https://www.imda.gov.sg/
https://security.cms.gov/learn/federal-information-security-modernization-act-fisma
https://cloud.cio.gov/strategy/
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1.4) Federal Risk and Authorization Management

Program (FedRAMP)
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3.2 mswBsuiiisungraneiiiendesiugléuinns Cloud (Cloud Service Customer: CSC)
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1. 41m9§7U Multi-Tier Cloud Security
(MTCS)
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1.1) Personal Data Protection Act (PDPA)

1. NIST SP 800-53: Security and Privacy
Controls for Information Systems and
Organizations
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1.1) Federal Information Security
Modernization Act (FISMA)
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https://www.cio.gov/policies-and-priorities/circular-a-130/
https://security.cms.gov/learn/fedramp
https://www.legislation.gov.au/C2004A00937/latest/text
https://www.oaic.gov.au/privacy/the-privacy-act
https://www.meity.gov.in/content/information-technology-act-2000
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1.2) Cybersecurity Act
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1.3) Health Insurance Portability and
Accountability Act (HIPAA)
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National Data Sharing and

Accessibility Policy (NDSAP)
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Data Protection Bill, 2021 (19nguiaine)
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Baseline Security Standard for Cloud

Adoption
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84: Federal Information Security Modernization Act (FISMA) | CMS Information Security & Privacy Group

84: The Privacy Act of 1974 — EPIC — Electronic Privacy Information Center
©1994: HIPAA for Professionals | HHS.gov

34 https://www.meity gov.in/writereaddata/files/Guidelines-Contractual_Terms.pdf

§71994: https://prsindia.org/billtrack/the-data-protection-bill-2021

971984 https://www.meity.gov.in/writereaddata/files/BaselineSecurityStandard.pdf



https://conventuslaw.com/report/singapore-new-pdpc-guidelines-on-cloud-services/
https://www.imda.gov.sg/-/media/imda/files/industry-development/infrastructure/ida_mtcs-x-cert---implementation-guideline-report_mtcs-to-iso270012013_release.pdf
https://security.cms.gov/learn/federal-information-security-modernization-act-fisma
https://epic.org/the-privacy-act-of-1974/#:~:text=The%20Privacy%20Act%20of%201974%2C%20Public%20Law%2093%2D579%2C,substantive%20rights%20in%20personal%20data.
https://www.hhs.gov/hipaa/for-professionals/index.html
https://www.meity.gov.in/writereaddata/files/Guidelines-Contractual_Terms.pdf
https://data.gov.in/dataset-data-sharing-and-accessibility-policy-ndsap
https://prsindia.org/billtrack/the-data-protection-bill-2021
https://www.meity.gov.in/writereaddata/files/BaselineSecurityStandard.pdf

Fealus

g1 ey a7 d1Agy (Critical Information

Infrastructure - ClI) >

1.3) wezmlgelAmaingsnssmsddnuseling

(Electronic Transactions Act - ETA)

" ETA AMRUANTOUNITUIUEINSUNTS
g Inssunedidnnsedndogq
Yasase lnelidorvuaiingitaeniu
AU uAIUaaAd BRIty ALAZNT
FusesmugnABIvestaya (ICLG IBR)
=< & ¥ o do v o W Y a
Fuludeimniddndmiudliving

el o vL €57
ARINNNITINTINDDULAU

ansgauiEm

1.4) Federal Risk and Authorization Management
Program (FedRAMP)
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2. NIST SP 800-144: Guidelines on Security

and Privacy in Public Cloud Computing
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1.1) Federal Information Security

Modernization Act (FISMA)
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% §1984: https://sso.agc.gov.sg/Act-Rev/CA2018/Published/20211231?DocDate=202112318ViewType=Pdf& =20230508142246

ST§1984: https://sso.agc.gov.sg/Act/ETA2010

61 §1989: Federal Risk and Authorization Management Program (FedRAMP) | CMS Information Security & Privacy Group

%2 §1989: Federal Information Security Modernization Act (FISMA) | CMS Information Security & Privacy Group



https://iclg.com/practice-areas/cybersecurity-laws-and-regulations/singapore
https://sso.agc.gov.sg/Act-Rev/CA2018/Published/20211231?DocDate=20211231&ViewType=Pdf&_=20230508142246
https://sso.agc.gov.sg/Act/ETA2010
https://security.cms.gov/learn/fedramp
https://security.cms.gov/learn/federal-information-security-modernization-act-fisma
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1.3) Office of Management and Budget
(OMB) Circular A-130
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AeAlus
Mi891uNAsY
®  Ministry of Communications
and Information (MCI)

(https.//www.mci.gov.sg/)

ansgalEm
NUIBUNAS
" Department of Defense (DoD)

(https://www.defense.gov/)

=
‘ DDEAILAY

NIBUNAS
®  Department of Defence

(https://www.defence.gov.au/)

duLfe
NdIUNANY
®  Ministry of Home Affairs

(https://www.mha.gov.in/)

Federal Cloud Computing Strate

4§98 Policies & Priorities | CIO.GOV

93§1984: Strate

cio.gov

% §1984: Federal Risk and Authorization Management Program (FedRAMP) | CMS Information Security & Privacy Group



https://www.mci.gov.sg/
https://www.defense.gov/
https://www.defence.gov.au/
https://www.mha.gov.in/
https://cloud.cio.gov/strategy/
https://www.cio.gov/policies-and-priorities/circular-a-130/
https://security.cms.gov/learn/fedramp
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®  Government Technology
Agency (GovTech)

(https://www.tech.gov.sg/)

®  Cyber Security Agency of
Singapore (CSA)

(https://www.csa.gov.sg/)

" Infocomm Media
Development Authority (IMDA)

(https://www.imda.gov.sg/)

#01UuUn15RY
® DBS Bank
(https://www.dbs.com.sg/)

®  OCBC Bank

(https://www.ocbc.com/)

B United Overseas Bank (UOB)

(https://www.uobgroup.com/si

ngapore/index.html)

®  Great Eastern Life

(https://www.greateasternlife.

com/sg/en/personal-

insurance.html)

® AlA Singapore

(https://www.aia.com.sg/)

USEnmalulag

®  Department of Homeland
Security (DHS)
(https://www.dhs.gov/)

B Department of Energy (DOE)

(https://www.energy.gov/)

WUIBITUAUSIUAIUATTIR
B National Security Agency (NSA)

(https://www.nsa.gov/)

B Central Intelligence Agency (CIA)

(https://www.cia.gov/)

niagauderuldngvane
®  Federal Bureau of Investigation

(FBI) (https://www.fbi.gov/)

®  Drug Enforcement Administration

(DEA) (https://www.dea.gov/)
29ANTDETE
®  National Aeronautics and Space
Administration (NASA)

(https://www.nasa.gov/)

B United States Postal Service

(USPS) (https://www.usps.com/)

NU89UDUY

®  Department of Home Affairs

(https://www.homeaffairs.gov.au

/)
B Australian Taxation Office (ATO)

(https.//www.ato.gov.au/)

RUIBITUAIUAUAIRAZAINTAUTEINA
®  Australian Security Intelligence
Organisation (ASIO)

(https.//www.asio.gov.au/)

B Australian Secret Intelligence
Service (ASIS)

(https://www.asis.gov.au/)

B Department of Foreign Affairs
and Trade (DFAT)

(https://www.dfat.gov.au/)

mirgaudeduldngvune
®  Australian Federal Police (AFP)

(https://www.afp.gov.au/)

®  Australian Criminal Intelligence
Commission (ACIC)

(https://www.acic.gov.au/)

MIBAUYUAFISITUFUUALATAANTS

®  Ministry of Defence

(https://mod.gov.in/)

B Central Board of Direct Taxes

(https://www.incometaxindia

.gov.in/)

wgeuduauiiuag
"  ntelligence Bureau (IB)
(https://www.mha.gov.in/div

isf/intro)

B Research and Analysis Wing
(R&AW)

(https://www.rawindia.gov.in/)

missaudsruldnguune
" Central Bureau of
Investigation (CBI)
(https://cbi.gov.in/)

®  National Investigation
Agency (NIA)

(https://www.nia.gov.in/)

MIIBUAIUEITITUGY
" Ministry of Health and
Family Welfare

(https://www.mohfw.gov.in/)



https://www.tech.gov.sg/
https://www.csa.gov.sg/
https://www.imda.gov.sg/
https://www.dbs.com.sg/
https://www.ocbc.com/
https://www.uobgroup.com/singapore/index.html
https://www.uobgroup.com/singapore/index.html
https://www.greateasternlife.com/sg/en/personal-insurance.html
https://www.greateasternlife.com/sg/en/personal-insurance.html
https://www.greateasternlife.com/sg/en/personal-insurance.html
https://www.aia.com.sg/
https://www.dhs.gov/
https://www.energy.gov/
https://www.nsa.gov/
https://www.cia.gov/
https://www.fbi.gov/
https://www.dea.gov/
https://www.nasa.gov/
https://www.usps.com/
https://www.homeaffairs.gov.au/
https://www.homeaffairs.gov.au/
https://www.ato.gov.au/
https://www.asio.gov.au/
https://www.asis.gov.au/
https://www.dfat.gov.au/
https://www.afp.gov.au/
https://www.acic.gov.au/
https://mod.gov.in/
https://www.incometaxindia.gov.in/
https://www.incometaxindia.gov.in/
https://www.mha.gov.in/div_isf/intro
https://www.mha.gov.in/div_isf/intro
https://www.rawindia.gov.in/
https://cbi.gov.in/
https://www.nia.gov.in/
https://www.mohfw.gov.in/
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B Singtel

(https://www.singtel.com/)

® StarHub

(https://www.starhub.com/)
® M1 Limited

(https://www.m1.com.sg/)

B Amazon Web Services (AWS)

(https://aws.amazon.com/sing

apore/)

B Microsoft

(https.//www.microsoft.com/e

n-sg)
DIANTAIUEITITUEY
B Singapore General Hospital
(SGH)

(https://www.sgh.com.sg/)

®  National University Hospital
(NUH)

(https://www.nuh.com.sg/)

B KK Women's and Children's
Hospital

(https.//www.kkh.com.sg/)

B Changi General Hospital

(https.//www.cgh.com.sg/)

Department of Health and
Human Services (HHS)

(https://www.hhs.gov/)

Department of Veterans Affairs

(VA) (https://www.va.gov/)

Social Security Administration

(SSA) (https://www.ssa.gov/)

®  Department of Health

(https://www.health.gov.au/)

®  Services Australia

(https://www.servicesaustralia.g

ov.au/)

29ANTIUY
B Australian Bureau of Statistics

(ABS) (https://www.abs.gov.au/)

®  Australian Postal Corporation
(Australia Post)

(https://auspost.com.au/)

®  |ndian Council of Medical
Research (ICMR)

(https://www.icmr.gov.in/)

29ANTAU 9
B Reserve Bank of India (RBI)

(https://www.rbi.ore.in/)

B Indian Space Research
Organisation (ISRO)

(https://www.isro.gov.in/)



https://www.singtel.com/
https://www.starhub.com/
https://www.m1.com.sg/
https://aws.amazon.com/singapore/
https://aws.amazon.com/singapore/
https://www.microsoft.com/en-sg
https://www.microsoft.com/en-sg
https://www.sgh.com.sg/
https://www.nuh.com.sg/
https://www.kkh.com.sg/
https://www.cgh.com.sg/
https://www.hhs.gov/
https://www.va.gov/
https://www.ssa.gov/
https://www.health.gov.au/
https://www.servicesaustralia.gov.au/
https://www.servicesaustralia.gov.au/
https://www.abs.gov.au/
https://auspost.com.au/
https://www.icmr.gov.in/
https://www.rbi.org.in/
https://www.isro.gov.in/
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®  Raffles Medical Group

(https://www.rafflesmedicalgr
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75 §1984: Personal Data Protection Act: https://sso.agc.gov.sg/Act/PDPA2012, Cross-Border Data Transfers: https:

https:

aws.amazon.com/compliance/data-privacy-fag/, https:

'www.microsoft.com/en-us/trustcenter/privacy/data-location

76 §1984: Cloud Act, California Consumer Privacy Act (CCPA), Health Insurance Portability and Accountability Act (HIPAA), Mutual Legal Assistance Treaties (MLATS
77 §1984: Privacy Act 1988, Australian Privacy Principles (APPs), Telecommunications (Interception and Access) Act 1979, Security of Critical Infrastructure Act 2018 (SOCI) (cisc.gov.au), Mutual Legal Assistance Treaties (MLATS)

8 §1984: Information Technology Act 2000, Personal Data Protection Bill 2019, Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules 2021, Indian Telegraph Act 1885

he-Legislation/Cross-border-Data-Transfers, Cloud Service Providers' Policies:



https://sso.agc.gov.sg/Act/PDPA2012
https://www.pdpc.gov.sg/Overview-of-PDPA/The-Legislation/Cross-border-Data-Transfers
https://aws.amazon.com/compliance/data-privacy-faq/
https://www.microsoft.com/en-us/trustcenter/privacy/data-location
https://www.csis.org/blogs/strategic-technologies-blog/cloud-act#:~:text=The%20CLOUD%20Act%20sought%20two,government%20to%20enter%20into%20executive
https://oag.ca.gov/privacy/ccpa
https://www.ncbi.nlm.nih.gov/books/NBK500019/
https://www.justice.gov/d9/pages/attachments/2022/05/04/mutual-legal-assistance-treaties-of-the-united-states.pdf
https://www.legislation.gov.au/C2004A03712/2022-11-14/text
https://www.oaic.gov.au/privacy/australian-privacy-principles
https://www.legislation.gov.au/C2004A02124/latest/versions
https://www.cisc.gov.au/legislation-regulation-and-compliance-subsite/Pages/security-of-critical-infrastructure-act-2018.aspx
https://www.justice.gov/d9/pages/attachments/2022/05/04/mutual-legal-assistance-treaties-of-the-united-states.pdf
https://www.meity.gov.in/content/information-technology-act-2000
https://prsindia.org/billtrack/personal-data-protection-bill-2019
https://www.meity.gov.in/writereaddata/files/Information%20Technology%20%28Intermediary%20Guidelines%20and%20Digital%20Media%20Ethics%20Code%29%20Rules%2C%202021%20%28updated%2006.04.2023%29-.pdf
https://www.indiacode.nic.in/handle/123456789/1869?view_type=browse&sam_handle=123456789/1362
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